

	
3GPP TSG-SA3 Meeting #112 	S3-233594
Goteborg, Sweden, 14 - 18 August 2023
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	33.434
	CR
	0017
	rev
	-
	Current version:
	18.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	[33.434] Key Provisioning procedure

	
	

	Source to WG:
	Motorola Solutions, Samsung

	Source to TSG:
	S3

	
	

	Work item code:
	SEAL_Ph3
	
	Date:
	2023-08-18

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	[bookmark: _GoBack]Based on the SA6 LS (S6-232676) to SA3, SA6 has indicated their desire to provision VAL key material from a VAL server to the SEAL KMS. This CR provides a secure key provisioning procedure to support the SA6 architecture.

	
	

	Summary of change:
	Addition of a Key Provisioning procedure which includes Key Provisioning Request and Key Provisioning Response messages that allow an authorized VAL server to manage their keys using a KMS client.

	
	

	Consequences if not approved:
	SA6 has no standardized method of provisioning SEAL key material other than through non-standard manual means.

	
	

	Clauses affected:
	5.2.3, 5.3.2, 5.3.3, 5.x(new), 5.x.1(new), 5.x.2(new), 5.x.3(new), A.2.2.3

	
	

	
	Y
	N
	
	

	Other specs
	
	N
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	N
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	N
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	




**************** START of 1st Change *****************
[bookmark: _Toc42174473][bookmark: _Toc42175483][bookmark: _Toc42176951][bookmark: _Toc98511857]5.2.3	Identity management functional model
The SEAL Identity Management Server (SIM-S) and the SEAL Identity Management Client (SIM-C) provide the endpoints for VAL user authentication as shown in the SEAL Identity Management functional model in figure 5.2.3-1.
The reference point IM-UU utilizes Uu reference point as described in 3GPP TS 23.401 [7] and 3GPP TS 23.501 [8]. IM-UU shall support OpenID Connect 1.0 [5] and OAuth 2.0 [9] for VAL user authentication when using HTTPS. 
[image: ]
Figure 5.2.3-1: Functional model for SEAL Identity Management
In order to support VAL user authentication, the SIM-S shall be provisioned with the VAL user ID and VAL service IDs (usage of VAL user ID and VAL service ID is described in clause 7 of TS 23.434 [2]). A mapping between the VAL user ID and VAL service ID(s) shall be created and maintained in the SIM-S. When a VAL user wishes to authenticate for the VAL services, the VAL user ID and credentials are provided via the UE Identity management client to the SIM-S as per OpenID Connect 1.0 [5] when using HTTPS. The SIM-S receives and shall verify the VAL user ID and credentials. If verification is successful, then the SIM-S returns an ID token, refresh token and access token to the UE Identity management client. The SIM-C shall learn the user's VAL service ID(s) from the ID token. Table A 5.2.3-1 shows the SEAL specific tokens and their usage.  These tokens are further defined in clause A.2.
Table 5.2.3-1: VAL UE authentication token
	Token Type
	Consumer of the Token
	Description 

	ID token
	VAL UE client(s)
	Contains the VAL service ID for at least one authorized VAL service. 

	Access token
	SKM-S, SEAL service server(s)
	Short-lived token (definable in the SIM-S) that conveys the UE's identity. This token contains the VAL service ID for at least one authorized service.

	Refresh token
	SIM-S (Authorization Server)
	Allows VAL UE to obtain a new access token without forcing user to log in again.



To support the VAL service identity functional model, the VAL service ID(s):
-	Shall be provisioned into the SEAL Identity management database and mapped to VAL UE IDs.
-	Shall be provisioned into the SEAL Key management server (SKM-S) and mapped to UE specific key material.
**************** End of 1st Change *********************
**************** START of 2nd Change *****************
5.3.2	SEAL KM Request message
A SKM-C may send a SEAL KM Request message to the SKM-S. This request shall be protected (using the mechanism specified in clause 5.1.1.4) and shall contain the access token acquired during the SEAL identity management authentication procedure (clause 5.2).
The content of the SEAL KM Request is shown in table 5.3.2-1.
Table 5.3.2-1: Contents of a SEAL KM Request 
	Name
	Description

	Version
	The version number of the SEAL key management request .

	SKmsUri
	The URI of the SKM-S to which the request is sent.

	ServiceID
	A string representing the VAL service/application related to the VAL client request.

	ClientID
	(Optional) A string representing the client. See note.(see NOTE)

	DeviceID
	(Optional) A string representing the device. See note.(see NOTE)

	UserID
	(Optional) A string representing the user. See note.(see NOTE)

	Date/Time
	The Date and Time of the request. This number represents the number of seconds from 1970-01-01T0:0:0Z as measured in UTC.

	NOTE:	Only one of these fields may be present in any given SEAL KMS Request message.



The identities listed in table 5.3.2-1 map to SEAL identities defined in 3GPP TS 23.434 [2]. Namely, the ServiceID maps to the VAL service identity (VAL service ID), the ClientID maps to the VAL client or client on the VAL server, the DeviceID maps to the VAL UE identity (VAL UE ID), and the UserID maps to the VAL user identity (VAL user ID).
The 'Version' field identifies the version of the SEAL KM Request message.  The current version is defined as "1.0.0".
The 'Date/Time' field is used primarily as an anti-replay mechanism for SEAL key management requests and responses.  If the 'Date/Time' field is significantly out of range (more than a few seconds), this could indicate a replay attack.
Upon receipt of a SEAL KM Request message, the SKM-S shall verify that:
-	the access token is valid;
-	the signature is valid;
-	the SKmsUri is the SKM-S URI of the target SEAL KMS where the key information is stored; and
-	the Date/Time is within a recent time window (e.g. 5 seconds).
If valid, the request is accepted and processed by the SKM-S. A standalone ServiceID, or a ServiceID in  combination with a  ClientID, DeviceID, or UserID may be present in the SEAL KM Request message. This combination may be used by the KMS to identify a specific key material record. Each key management record may be unique to a VAL application or VAL service. The format and content of a key management record is defined and securely provisioned into the SEAL KMS by the VAL application or VAL service owner/operator. 
The A SEAL KM client (SKM-C) located in the VAL server may use the SEAL key provisioning procedure described in clause 5.x method used to provision the VAL service or VAL application key material into the KMS is out of scope for the present document. 
The method used to organize, manage, and maintain VAL service or VAL application key material within the KMS is out of scope of the present document.
5.3.3	SEAL KM Response message	
The SEAL KM Response message is sent to the SKM-C in response to a SEAL KM Request message.
A successful SEAL key management procedure results in a SEAL KM Response message, which typically includes a payload containing key management information uniquely applicable to the requested service, client or user. If an error occurs, an error code may be returned in the SEAL KM Response message. 
The SEAL KM Response message shall be protected in transit using the mechanism specified in clause 5.1.1.4. The Payload within a SEAL KM Response message may be protected end-to-end between the SKM-C and SKM-S depending on the applicability of the underlying VAL service making the request. The method for securing a Payload end-to-end between the SKM-C and the SKM-S is outside the scope of the present document. The key material contents provided in a Payload are defined by the underlying VAL service and are outside the scope of the present document.
The content of a SEAL KM Response message is shown in table 5.3.3-1.
Table 5.3.3-1: Contents of a SEAL KM Response message
	Name
	Description

	UserUri
	URI of the user for which the response is intended.

	SKmsUri
	The URI of the SKM-S sending the response.

	ServiceID
	A string representing the VAL service/application related to the VAL client request. This is the same field as received in the SEAL KM Request message.

	SKmsID
	(Optional) The ID of the SKM-S providing the response message.

	ClientID
	(Optional) A string representing the client (see noteNOTE)

	DeviceID
	(Optional) A string representing the device (see noteNOTE)

	UserID
	(Optional) A string representing the user. (see noteNOTE)

	Date/Time
	The Date and Time of the response. This number represents the number of seconds from 1970-01-01T0:0:0Z as measured in UTC.

	ErrorCode
	(Optional) Reason code indicating the failure of the requested action. If not present, the key management request is assumed to be successful. 

	Payload
	(Optional) Key management payload specific to the VAL user, client or application. This field is not be present if  an error occurs .

	NOTE:	If this field is present in the SEAL KM Request message then this field shall be present in the SEAL KM Response message and shall be the same value.



The identities listed in table 5.3.3-1 are described in clause 5.3.2. 
If the SKM-S does not encounter an error during processing of the SEAL KM Request message, the SEAL KM Response message carries a set of security parameters contained in the "Payload" field.
If the SKM-S encounters an error while processing the SEAL KM Request message, an error value described in table 5.3.3-2 shall be returned in the 'ErrorCode' field of the SEAL KM Response message and the 'Payload' field shall not be present.  
In the event of an error, the user and/or the operator of the VAL service, UE, or client may be notified.
Table 5.3.3-2: 'ErrorCode' values
	ErrorCode
	Description
	Maps To

	01
	  Unspecified error
	"500 Internal Server Error" as described in Table 5.2.6-1 of TS 29.122 [17]

	02
	  Key Information not available for specified service, client, device or user.
	"404 Not Found" as described in Table 5.2.6-1 of TS 29.122 [17]

	03
	  Request rejected
	"401 Unauthorized" as described in Table 5.2.6-1 of TS 29.122 [17]

	04
	  Unable to validate request
	"400 Bad Request" or "403 Forbidden" as described in Table 5.2.6-1 of TS 29.122 [17]

	05-FF
	  Reserved
	N/A



The selection of the key material returned in the Payload of a SEAL KM Response message is determined by the ServiceID and (optionally) the ClientID, DeviceID or UserID. The combination of the ServiceID with the ClientID, DeviceID or UserID allows the VAL service to request a more specific set of key material.
For example, if a ClientID is included in the SEAL KM Request message, the KMS may return a Payload that contains a set of client specific key material applicable to the ClientID within the requesting VAL service (ServiceID). If the DeviceID is included, the KMS may return a Payload that contains device specific key material applicable to the DeviceID within the requesting VAL service (ServiceID). If the UserID is included, the KMS may return a Payload that contains user specific key material applicable to that UserID within the requesting VAL service (ServiceID).
[bookmark: _Toc42174476][bookmark: _Toc42175486][bookmark: _Toc42176954][bookmark: _Toc98511861]**************** END of 2nd Change *********************
**************** START of 3rd Change *******************
5.x	SEAL key provisioning procedure
[bookmark: _Toc42174477][bookmark: _Toc42175487][bookmark: _Toc42176955][bookmark: _Toc98511862]5.x.1	General
The SEAL key provisioning procedure may be used by a SEAL KM client (SKM-C) located in a VAL server to provision key information applicable to a particular VAL service, VAL client, VAL device, or VAL user.
A VAL server shall be provisioned with an access token scoped for SEAL key provisioning services.  The method for provisioning this access token into the VAL server is out of scope of the present document.  The VAL server using the SKM-C shall provide this access token with every key provisioning request made to the SKM-S. In addition, a secure connection shall be established between the SKM-C and the SKM-S (reference point KM-UU) prior to any associated key provisioning requests.
The KMS shall authenticate and validate the presented access token (i.e. verifying that the SKeyProv parameter defined in clause A.2.2.3 is provided and correct), and shall validate that the requesting SKM-C has the authorization to perform key provisioning.
Figure 5.x.1-1 shows the SEAL key provisioning procedure. A SKM-C may send a SEAL Key Provisioning Request message to the SKM-S. The SKM-S shall validate and process the request and respond with a SEAL KP Response message. The request contains key information specific to a particular VAL service, VAL client, VAL device, or VAL user.  The SEAL KP Response message provides either an acknowledgement or an error code (if the SKM-S encounters a failure condition).


Figure 5.x.1-1: SEAL key provisioning procedure
The procedure in figure 5.x.1-1 is described here: 
1.	The SKM-C establishes a secure connection, using the mechanism specified in clause 5.1.1.4, to the SKM-S. Steps 2 and 3 are within this secure connection.
2.	The SKM-C sends a SEAL KP Request message to the SKM-S. The request contains the authorization credentials (i.e. access token) and message content specified in clause 5.x.2.
3.	The SKM-S validates the credentials and verifies that the requesting SKM-C is an authorized key provisioning client.  Upon authorization, the SKM-S processes the request and returns a SEAL KP Response message to the SKM-C containing an acknowledgement (or error code) as specified in clause 5.x.3.
As a successful result of this procedure, the VAL Server has securely provisioned specific key information for use within the VAL system for a particular VAL service, VAL device, VAL client, or VAL user.
[bookmark: _Toc42174478][bookmark: _Toc42175488][bookmark: _Toc42176956][bookmark: _Toc98511863]5.x.2	SEAL KP Request message
An authorized SKM-C may send a SEAL KP Request message to the SKM-S. This request shall be protected (using the mechanism specified in clause 5.1.1.4) and shall contain the access token scoped for SEAL key provisioning (clause A.2).
The content of the SEAL KM Request is shown in table 5.x.2-1.
Table 5.x.2-1: Contents of a SEAL KP Request 
	Name
	Description

	Version
	The version number of the SEAL key provisioning request.

	SValClientUri
	The URI of the SKM-C (hosted in the VAL server) making the request.

	SKmsUri
	The URI of the SKM-S to which the request is sent.

	ServiceID
	A string representing the VAL service/application related to the VAL client request.

	ClientID
	(Optional) A string representing the client related to the key material in the Payload.  (see NOTE)

	DeviceID
	(Optional) A string representing the device related to the key material in the Payload. (see NOTE)

	UserID
	(Optional) A string representing the user related to the key material in the Payload. (see NOTE)

	Date/Time
	The Date and Time of the request. This number represents the number of seconds from 1970-01-01T0:0:0Z as measured in UTC.

	KP PayloadID
	(Optional) A string identifier representing the Payload.

	KP Payload
	Key provisioning payload specific to the identified VAL ServiceID, UserID, ClientID, or DeviceID.

	NOTE:  Only one of these fields may be present in any given SEAL KP Request message.



The identities listed in table 5.x.2-1 map to SEAL identities defined in 3GPP TS 23.434 [2], and identify the endpoints targets of the key information (Payload).  Namely, the ServiceID maps to the VAL service identity (VAL service ID), the ClientID maps to the VAL client or client on the VAL server, the DeviceID maps to the VAL UE identity (VAL UE ID), and the UserID maps to the VAL user identity (VAL user ID).
The 'Version' field identifies the version of the SEAL KP Request message.  The current version is defined as "1.0.0".
The 'Date/Time' field is primarily as an anti-replay mechanism for SEAL key provisioning requests and responses.  If the 'Date/Time' field is significantly out of range (more than a few seconds), this could indicate a replay attack.
Upon receipt of a SEAL KP Request message, the SKM-S shall verify that:
-	the access token is valid and contains the SKeyProv field;
-	the signature is valid;
-    the requesting SKM-C is authorized for key provisioning;
-	the SKmsUri is the SKM-S URI of the target SEAL KMS where the key information shall be stored; and
-	the Date/Time is within a recent time window (e.g. 5 seconds).
If valid, the request is accepted and processed by the SKM-S. A standalone ServiceID, or a ServiceID in combination with a ClientID, DeviceID, or UserID may be present in the SEAL KP Request message. This combination may be used by the KMS to map the key material in the Payload with a specific client, device, or user.  The format and content of a key provisioning Payload is defined by the VAL application or VAL service owner/operator and is out of scope of this document.  For example, such content may include VAL specific keys, additional tokens, credentials, or other important security related information.
The method used to organize, manage, and maintain VAL service or VAL application key material within the KMS is out of scope of the present document.
[bookmark: _Toc42175489][bookmark: _Toc42176957][bookmark: _Toc98511864][bookmark: _Toc42174479]5.x.3	SEAL KP Response message
The SEAL KP Response message is sent by the SKM-S to the SKM-C in response to a SEAL KP Request message.
A successful SEAL key provisioning procedure results in the KMS sending a SEAL KP Response message containing an acknowledgement indicating the KMS successfully received and processed the SEAL KP Request message.  If the KMS is unable to successfully process the SEAL KP Request message, the KMS may instead return an error code in the SEAL KP Response message.
The SEAL KP Response message shall be protected in transit using the mechanism specified in clause 5.1.1.4.
The content of a SEAL KP Response message is shown in table 5.x.3-1.
Table 5.x.3-1: Contents of a SEAL KP Response message
	Name
	Description

	SValKmcUri
	URI of the VAL SKM-C client for which the response is intended.

	SKmsUri
	The URI of the SKM-S sending the response.

	ServiceID
	A string representing the VAL service/application related to the VAL client request. This is the same field as received in the SEAL KM Request message.

	SKmsID
	(Optional) The ID of the SKM-S providing the response message.

	ClientID
	(Optional) A string representing the client (see NOTE)

	DeviceID
	(Optional) A string representing the device (see NOTE)

	UserID
	(Optional) A string representing the user. (see NOTE)

	Date/Time
	The Date and Time of the response. This number represents the number of seconds from 1970-01-01T0:0:0Z as measured in UTC.

	KP PayloadID
	(Optional) A string representing the received Payload.  (see NOTE)

	ErrorCode
	(Optional) Reason code indicating the failure of the requested action. If this field is not present, the key provisioning request is assumed to be successful. 

	NOTE:	If this field is present in the SEAL KP Request message then this field shall be present in the SEAL KP Response message and shall be the same value.



The identities listed in table 5.x.3-1 are described in clause 5.x.2. 
If the SKM-S encounters an error while processing the SEAL KP Request message, an error value described in table 5.x.3-2 should be returned in the 'ErrorCode' field of the SEAL KP Response message.
In the event of an error, the user and/or the operator of the VAL service may be notified.
Table 5.x.3-2: 'ErrorCode' values
	ErrorCode
	Description
	Maps To

	01
	  Unspecified error
	"500 Internal Server Error" as described in Table 5.2.6-1 of TS 29.122 [17]

	02
	  Referenced client, device, user, or service not found.
	"404 Not Found" as described in Table 5.2.6-1 of TS 29.122 [17]

	03
	  Request rejected
	"401 Unauthorized" as described in Table 5.2.6-1 of TS 29.122 [17]

	04
	  Unable to validate request
	"400 Bad Request" or "403 Forbidden" as described in Table 5.2.6-1 of TS 29.122 [17]

	05-FF
	  Reserved
	N/A



**************** END of 3rd Change *********************
**************** START of 4th Change *******************
[bookmark: _Toc42175501][bookmark: _Toc42176969][bookmark: _Toc98511877]A.2.2.3	VAL claims
The VAL profile extends the standard claims defined in IETF RFC 7662 [13] with the additional claims based on the VAL service and those shown in table A.2.2.3-1. 
Table A.2.2.3-1: Access token VAL claims
	Parameter
	Description

	SKeyProv
	OPTIONAL for SEAL. The SKeyProv parameter shall be present when the VAL Server SKM-C is authorized to provide key material to the KMS.



**************** END of 4th Change *********************
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